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1 Executive Summary

This document provides a board-level security strategy reference intended to support informed
decision-making, accountability, and oversight. It is designed as a public reference and thinking

template, not as a complete or prescriptive security program.

The strategy focuses on decisions, trade-offs, and governance responsibilities rather than tools,
controls, or maturity models that are often reported without enabling confident decisions.

2 Scope and Applicability

2.1 Areas in Scope

This strategy applies to organizational security at board and executive level, including:

+ Information security
» Cyber risk management

Technology-enabled operational risk
» Regulatory and assurance considerations

2.2 Exclusions

This document does not define detailed controls, architectures, or implementation plans. Those
activities are delegated to executive management.

3 Standards and Reference Alignment

This strategy is intended to align with, but not replicate, common standards and frameworks,
including:

NIST Cybersecurity Framework 2.0
ISO 27001 and related ISO 27000 series standards

» Enterprise risk management practices

» Relevant sectoral and regulatory expectations

Standards are reference points, not substitutes for board judgement.
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4 Board-Level Control Objectives

The primary objectives of this strategy are to ensure that the board can:

» Make explicit decisions about security risk acceptance and investment

Understand material loss scenarios and their implications
+ Assign clear ownership for security-related decisions
» Obtain assurance that controls operate as intended

+ Maintain confidence under regulatory and incident pressure

5 Board-Level Control Activities

At board level, control activities focus on governance rather than execution

include:

Approval of security strategy and risk appetite statements
+ Review of material threat and loss scenarios

+ Oversight of major security investments and trade-offs

» Monitoring of decision-relevant security indicators

+ Escalation and resolution of unresolved security risks

Operational controls and tooling are delegated to management.

6 Evidence and Assurance Expectations

6.1 Evidence Principles

To support board oversight, evidence should be:
« Decision-oriented rather than exhaustive

+ Traceable to agreed objectives and risks

+ Suitable for independent challenge or audit

6.2 Evidence Examples

Examples of appropriate evidence include:

» Documented risk acceptance decisions

. Typical activities
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+ Board-approved security strategy and updates
+ Clear mappings between risks, controls, and assurance activities

+ Incident and recovery reports focused on business impact

7 Roles and Responsibilities

Clear separation of responsibilities is essential:

+ Board: sets direction, risk appetite, and approves strategic decisions

+ Executive management: designs and operates the security program

Security leadership: advises, coordinates, and reports objectively

» Assurance functions: independently assess effectiveness

Security risk ownership must not default to IT by convention.

8 Risks and Gaps

Common board-level risks include:

Implicit risk acceptance without visibility

+ Over-reliance on control maturity indicators

+ Confusion between compliance and security effectiveness
+ Fragmented accountability across functions

+ Excessive focus on tooling rather than outcomes

This strategy is intended to surface, not mask, these gaps.

9 Recommendations

When adopting this strategy, organizations should:

Explicitly define board-level security decisions
+ Limit reporting to decision-relevant information
+ Separate governance, execution, and assurance roles

+ Avoid generic maturity or scorecard approaches

Regularly test assumptions through scenarios and incidents
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10 Next Steps and Decisions Required

Boards using this reference should determine:

» Which security decisions require explicit board approval

The acceptable level of residual security risk
+ The information required to support confident decisions

+ How assurance will be obtained and challenged

This document should be adapted to organizational context and used as a living reference rather
than a static artifact.
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