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1 Executive Summary

This document defines a board-level reference model for incident readiness. It focuses on executive

and board decision-making before, during, and after significant security incidents.

The intent is to ensure that senior leadership can make timely, defensible decisions under pressure,

rather than to prescribe technical incident response procedures.

2 Scope and Applicability

2.1 Incidents in Scope

This reference applies to incidents that:

• Have material operational, financial, regulatory, or reputational impact

• Require executive or board-level decisions

• Cannot be resolved solely through technical response

2.2 Exclusions

This document does not define:

• Technical incident response playbooks

• Forensic procedures

• Recovery architectures

3 Standards and Reference Frameworks

This reference aligns with, but does not replicate:

• NIST Cybersecurity Framework, particularly Respond and Recover functions

• NIST SP 800-61 Incident Handling guidance

• ISO 27001 incident management requirements

• Enterprise risk management practices

• Regulatory expectations for incident notification and escalation

• Crisis management and business continuity principles

Standards inform readiness but do not replace executive judgement.
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4 Executive Control Objectives

Incident readiness at executive level aims to ensure that:

• Decision authority during incidents is explicit and pre-agreed

• Escalation thresholds are defined and understood

• Information presented during incidents is decision-relevant

• Legal, regulatory, and reputational considerations are integrated

• Post-incident accountability and learning are enforced

5 Executive Control Activities

Executive-level control activities typically include:

• Approval of incident classification and escalation criteria

• Definition of executive decision rights during incidents

• Participation in incident scenario exercises

• Oversight of communication strategies and notifications

• Review of post-incident outcomes and decisions

These activities focus on readiness, not response execution.

6 Incident Classification and Decision Thresholds

Effective incident readiness requires incidents to be classified based on decision impact, not

technical root cause. Executive and board involvement should be triggered by consequence rather

than by the type of event.

Classification criteria typically consider:

• Potential regulatory or legal exposure

• Impact on customers, partners, or market confidence

• Material operational disruption

• Reputational sensitivity or media interest

• Duration and uncertainty of recovery

Decision thresholds should be defined in advance to avoid delayed escalation. The objective is

timely involvement of the appropriate decision-makers when consequences become material.
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7 Information Flows During Incidents

During significant incidents, executives are rarely constrained by lack of data. They are constrained

by excessive, fragmented, or operationally focused information.

Effective incident readiness requires that:

• Information presented supports decisions rather than diagnosis

• Reporting distinguishes facts, assumptions, and uncertainties

• Options and trade-offs are explicitly framed

• Legal, regulatory, and reputational considerations are surfaced early

Operational detail should be filtered and summarized. The goal is to enable judgement under time

pressure, not technical completeness.

8 Evidence of Incident Readiness

Minimum evidence to support executive incident readiness includes:

• Documented incident escalation and decision frameworks

• Records of executive participation in incident exercises

• Pre-approved notification and communication principles

• Logs of executive decisions taken during incidents

• Post-incident review reports focused on decision quality

Evidence should demonstrate preparedness to decide, not operational detail.

9 Regulatory and Disclosure Readiness

Organizations operating across jurisdictions face multiple and sometimes conflicting notification

and disclosure obligations during incidents. Readiness requires advance understanding of these

obligations and their interaction with executive decision-making.

Key considerations include:

• Distinction between regulatory notification and public disclosure

• Timing requirements versus quality and certainty of information

• Coordination across legal, compliance, and communications functions

• Board involvement where disclosure carries material reputational or market impact
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Regulatory readiness is a governance capability. It should reduce uncertainty during incidents, not

introduce additional decision paralysis.

10 Roles and Responsibilities

Clear role separation is required:

• Board: sets tolerance for disruption and reputational risk

• Executives: make time-critical decisions during incidents

• Incident leadership: coordinates response and information flow

• Legal and compliance functions: advise on obligations and exposure

• Assurance functions: review readiness and decision effectiveness

Decision authority must not be ambiguous during incidents.

11 Risks and Gaps

Common executive-level failure modes include:

• Delayed escalation due to unclear thresholds

• Over-reliance on technical detail during decision windows

• Confusion between response execution and executive oversight

• Inconsistent communication under regulatory pressure

• Lack of accountability for decisions taken under stress

This reference is designed to surface and address these gaps.

12 Post-Incident Accountability and Learning

Post-incident review should focus on decision quality as well as technical outcomes. The objective

is to understand not only what failed, but why specific decisions were taken under uncertainty.

Effective post-incident accountability considers:

• Whether escalation thresholds were appropriate

• Quality and timeliness of information provided to decision-makers

• Assumptions that proved incorrect or incomplete

• Governance or organizational constraints that shaped decisions
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Learning should result in explicit changes to decision frameworks, escalation criteria, or governance

assumptions. Technical remediation alone is insufficient to improve future readiness.

13 Recommendations

Organizations adopting this reference should:

• Define decision rights and escalation paths in advance

• Limit incident reporting to decision-critical information

• Exercise executive decision-making regularly

• Separate incident command from executive decision forums

• Treat incident readiness as a governance capability

14 Next Steps and Decisions Required

Boards using this reference should determine:

• Which incidents require executive or board involvement

• Acceptable levels of service disruption and exposure

• Information required to support rapid decisions

• Criteria for external notification and disclosure

• How decision quality will be reviewed after incidents

This reference should be adapted to organizational context and reviewed periodically.
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